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Abstract. Agentic AI applications rely on “tools” to operate 
on their environment. Tools are external programs invoked 
in response to a model’s request. Today, agentic applica­
tions must blindly trust that third-party tool documentation 
accurately describes a tool’s behavior. This risks tools acci­
dentally leaking, misusing, or destroying user data.

We present a new approach to protecting against un­
wanted behavior of tool code. Our approach combines auto­
mated code analysis with dynamic, fine-grained sandboxes 
that apply runtime policy checks. Code analysis captures a 
complete picture of a tool’s “effects”, such as how it accesses 
the network and file system. From those effects, it produces 
synopses: coarse-grained descriptions of tool behavior. Fine-
grained sandboxes provide runtime policy enforcement, 
and the code analysis verifies that the untrusted tool code 
uses fine-grained sandboxes correctly. An application-side 
policy enforcement layer then decides whether a tool call 
requested by the model should be allowed, denied or re­
stricted, depending on the types of effects the tool performs 
and whether they are sandboxed.

Preliminary experiments with a real tool server demon­
strate that our approach offers improved policy enforce­
ment outcomes and preserves utility for users.

1 Introduction

AI applications increasingly deploy language models along­
side tools that the LLM can use to interact with its environ­
ment. This coupling both allows AI applications to provide 
better responses to users, and to take action by calling into, 
e.g., the local file system, the shell, cloud APIs, or online web 
services. For example, AI-based development environments 
like Cursor  [1] and Claude Code  [2] access the local file 
system and the shell to write and execute code. We refer 
to these applications as agentic AI applications. Agents are 
now appearing in critical domains such as healthcare [46,
49], software engineering [3, 4], and finance [5, 6].

Agentic AI applications require a way for the LLM to 
choose which external APIs to invoke and what parameters 
to provide. For example, when an AI-augmented develop­
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ment framework modifies a file, it must choose the correct 
function (e.g., file system write), and provide the correct file 
path, offset, and edited data. In practice, LLMs often have 
access to many different tools, potentially across multiple 
different external environments  [7]. To decide if a tool is 
helpful in the current step, the agent relies on the tool’s 
natural language description. This description contains a 
summary of what the tool does and a list and description of 
its arguments, similar to code documentation.

Like documentation, descriptions of tools written in nat­
ural language may be outdated, vague, or misleading. Since 
tools frequently handle sensitive user data, inaccurate tool 
descriptions raise the risk of data leakage [8–10], unadver­
tised side effects, and data loss (e.g., through file modifica­
tions). For example, logging the code generated by a tool 
might be acceptable for an open-source project, but may 
constitute a severe data leak for proprietary codebases. Even 
if the description accurately describes the tool, the LLM may 
pass incorrect arguments, out of confusion or due to prompt 
injection [11, 40, 41, 50], causing unintended behavior such 
as deleting a user’s emails [12] or overwriting configuration 
files on the user’s machine [13].

Unintended behavior can also emerge from the unex­
pected combination of multiple tools, rather than a single 
incorrect tool. For example, a user might first ask an agent 
to initialize a new project repository by copying a configu­
ration file from another project, and then ask it to publish 
the entire repository to GitHub. In response, the agent may 
use one tool call to copy a configuration file that contains 
a private API key, and a second tool call to invoke Git 
commands. The combination of the file-editing tool and the 
Git tool inadvertently leaks the sensitive key. We observed 
that this exact scenario can occur with Claude 4.5 Haiku. 
Since the problem arises dynamically from context-specific 
tool combinations, static, global policies cannot prevent 
such behavior, except through blanket restrictions (e.g., a 
sandbox without network access) that users are sure to 
disable quickly in order to meet their needs.

Agentic AI applications should be deployed alongside 
protections that let end-users and applications impose data 
privacy and safety policies over their actions. These protec­
tions should forbid any tool invocation with effects that 
violate the policies. This requires understanding what ef­
fects on the environment a tool call may have—e.g., whether 
it may leak input data or modify the file system.

Understanding the effects of a tool call and disallowing 
bad invocations requires reasoning about arbitrary code 
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Figure 1:  An agentic AI application uses an interpreter to 
call tools requested by an LLM and hosted on tool servers.

and context-specific policies, which is difficult. Current 
approaches side-step this reasoning by deploying generic 
sandboxes around tools [14] or by asking users for permis­
sion for every tool call [31]. A better approach would pursue 
a “least authority” design [38], where each tool receives only 
the permissions necessary to achieve the user intent.

This paper describes a new approach to imposing protec­
tions on agentic AI applications. Building on prior work that 
supplies precise, fine-grained security and privacy policies 
for tool use from the user’s prompt and safe context [39,
42], this work aims to make enforcement of such policies 
practical for unknown tools by providing reliable ways to 
ascertain and constrain tool behavior. At a coarse grain, 
our approach programmatically analyzes the tool code to 
discover which effects it may perform on its environment 
when invoked. At tool invocation time, our approach blocks 
the call if any discovered effect would violate the policy. 
Such analysis is challenging, as tool code may be unavail­
able (e.g., because the tool is proprietary) and may run on 
foreign infrastructure, such as a remote tool server. Code 
analysis is also necessarily conservative, as it must consider 
all possible effects and runtime inputs, which raises the risk 
of false positive rejections of unproblematic tool calls.

We therefore propose a hybrid approach that combines 
static code analysis with fine-grained sandboxes, added by 
tool developers, that are configurable with context-specific 
policies. Our key insight is that this combination of tech­
niques is powerful: code analysis determines what effects a 
tool has, while fine-grained sandboxes provide configurable 
runtime protection that differentiates between permissible 
and prohibited instantiations of the same effect (e.g., writing 
to temporary files vs. /etc/passwd). Leveraging the same code 
analysis that discovered the broad effects, our approach 
then checks that tool developers use sandboxes in all neces­
sary places and configure them correctly.

We prototype this idea on a real, third-party MCP server 
and find that the hybrid approach correctly verifies sandbox 
usage and uncovers unprotected effects.

2 Background and Motivation

Agentic AI applications follow the architecture shown in 
Figure 1. A client program wraps one or more LLMs. The 

1 @tool(description="Writes `content` to file at `path`")

2 def write_file(self, path: str, content: str): 

3   self.metrics.send({ 

4     'method': "write_file", 

5     'bytes': len(content) });

6   with open(path, "w") as f:

7       f.write(content)

Listing  1: An example MCP tool for file creation that 
includes an undisclosed metrics collection  in addition to 

the desired (and documented) file writing effect.

client program exposes a way for users to send input ①, e.g., 
via a chat interface or IDE buttons. The client program in­
teracts with third-party tool servers, either locally via pipes 
or remotely via HTTP/RPC. The LLM interprets the user’s 
intent and decides which tools to call.

Importantly, the LLM never directly calls any tools. 
Instead, it produces structured output that is processed by 
an interpreter in the client program. Common structured 
output formats are JSON or small programs in Python 
or JavaScript  [21, 43]. This structured output can encode 
requests by the LLM to call a tool and its arguments. The 
interpreter—a regular, deterministic program—performs the 
actual call by contacting the server, then runs the LLM again 
with the server response appended to the input messages. 
This process can take several rounds ② until the LLM is 
satisfied it can answer the user request and indicates a 
response text to return ③.

2.1 Tool Invocations Have Unwanted Side Effects

With recent open standards for tool-calling agents, such 
as the Model Context Protocol (MCP) [15], it is easy for 
developers to create tool servers that connect to LLMs. As a 
result, there are thousands of MCP servers. Without a close 
inspection of a tool’s code, it is difficult to know its effects. 
Such inspection is laborious and sometimes impossible, e.g., 
with proprietary tool servers.

Consider a user who interacts with an AI-enhanced inte­
grated development environment (IDE). At some point, the 
client program will write LLM-generated code into a local 
file (e.g., to create a new test case). To do this, it might 
invoke a tool similar to the one defined in Listing 1, which—
according to the tool description—writes the string content 
into the file path path. While this tool successfully writes the 
file, it has a side-effect omitted from the description: metrics 
collection. The tool function logs the name of the tool 
called (write_file), along with size of the input argument 
(len(content)) into a metrics module. In some contexts, such 
as editing a closed-source repository, this logging may leak 
private data.

Today, agentic AI applications must assume that a tool 
description accurately describes the tool’s effects. If the 
description of write_file accurately advertised how the tool 
logs information based on the input, the client program 
could avoid calling it in inappropriate contexts. LLMs them­
selves can of course also choose tools with inappropriate 



effects, as they are fundamentally non-deterministic and 
vulnerable to coercion [16, 37] and prompt injection [40, 41,
50]. But an accurate description is a necessary precondition 
for building deterministic safety protections around LLMs.

2.2 Assumptions and Threat Model

This paper considers a model of agentic AI applications with 
four participating entities: (1) a user who interacts with (2) 
a client program that utilizes (3) an LLM, which makes tool 
calls to (4) a tool server. The protection goal is to maintain 
the privacy of user data and the security of the system that 
the tool server runs on.
Assumptions. We assume a pre-existing policy that spec­

ifies the user’s privacy and security constraints. Such a 
policy could be provided manually by the application or the 
user, or generated by a policy LLM as in prior work [39, 42]. 
This work focuses on technical means to enforce a provided 
policy, rather than the policy’s inference and accuracy.
Threat Model. Our approach assumes that the user, their 

inputs, and the provided policy are trusted, but the remote 
tool server and the LLM are untrusted. The approach will 
enforce a policy against a misbehaving or prompt-injected 
LLM, and protects against a negligent or confused tool de­
veloper who provides divergent or misleading tool descrip­
tions. Manipulations of the tool server host machine, OS, or 
binary patches to compiled executables are out of scope.

To gain these benefits, our approach permits modifica­
tions to the client program that interfaces with the user, 
LLM, and tool server. While the client program is still 
compatible with MCP tool servers and arbitrary LLMs, it 
uses a modified interpreter that enforces policy protections. 
Finally, while the remote tool server is untrusted, the 
approach requires tool developers to use a trusted sandbox 
library; static code analysis verifies that this is the case.

2.3 Existing Approaches to Tool Safety

Many agentic AI applications incorporate some form of 
permission prompts [14, 17]. In this model, the client pro­
gram pauses execution and prompts the user for permission 
before executing an effect. This prevents the autonomous 
execution of problematic actions, but suffers from alert 
fatigue. It also assumes that the user fully understands the 
implication of effect based on seeing, e.g., a shell command.

Some systems attempt to isolate tool environments 
by running agents or tools in a container or virtual ma­
chine [18]. This prevents destructive effects, but sacrifices 
utility, as useful effects are also confined to the virtual envi­
ronment. In addition, it incurs significant runtime overhead 
and resource consumption. Sandboxes that wrap the entire 
tool server, as developed, e.g., by Anthropic  [14], address 
these drawbacks, but are bound by a static, global policy that 
is difficult to adapt to changes in context and user intent.

Unintended effects can also result from bad decisions 
made by LLMs. LLM safety wrappers track individual data 

items in the LLM’s context to determine if private data is 
being leaked [25, 27]. But these approaches are primarily 
designed to prevent prompt injections on the client, rather 
than to control the behavior of tool code. For external tools, 
LLM safety wrappers require manual specifications, which 
are laborious to create and difficult to keep updated. Safety 
wrappers are complementary to our approach.

The general problem of constraining code behavior pre­
dates agentic AI applications. Generally, approaches to pol­
icy enforcement that use code analysis at compile time [23,
34, 35] are efficient but suffer from incompleteness (many 
false-positives), require high developer effort, or apply only 
to narrow domains [22, 29, 30]. Runtime techniques, based 
on data tracking [47] or isolation [32, 36, 44, 48], have low 
developer effort, but trade off between incompleteness and 
performance. The more precisely they track data or isolate 
effects, the higher the overheads imposed. Our approach 
is inspired by prior hybrid approaches that leverage static 
and dynamic techniques simultaneously [24, 26, 45]. These 
approaches focus on domains other than tools for AI agents, 
which differ in their deployment and threat models.

Classic techniques to constrain untrusted code are good 
at enforcing fixed policies. For example, they may constrain 
a library to make no system calls, only read input memory 
regions, and to only write to provided, bounded output 
buffers. Tool safety is different because it requires dynamic 
adaptation of the policy to the context of a given tool call: 
operations that are desirable in one context (e.g., pushing 
changes to GitHub) may be problematic in others (e.g., 
pushing a file that contains a sensitive API key).

3 Proposed Approach

The salient aspects of tool behavior are their interactions 
with the real world, called side effects (effects for short). For 
instance, in the earlier example (§2.1), the data leak occurs 
because of the tool’s effect on the log file: a file system write 
effect. Similarly, sensitive data may be acquired via a file 
system read effect and later leaked by a network write effect. 
Computations that perform effects are called effectful. En­
suring tool behavior conforms to a policy therefore comes 
down to constraining which effects the tool can perform.

3.1 Finding All Tool Effects

A reliable way to discover a tool’s effects is to analyze its 
code. Importantly, this analysis should be deterministic (i.e., 
avoid relying on models itself). Static analysis is a class of 
code analysis techniques used in compilers and program 
analysis that happens offline—usually at compile time—and 
considers all possible executions of a piece of code, such as 
a tool implementation. In the process, a static analysis will 
encounter all effectful APIs, such as standard library func­
tions for reading and writing files or for making network 
connections. Crucially, static analysis requires no human in 



the loop and is deterministic, which allows bootstrapping 
safety guarantees from it.

To make this useful for policy enforcement, the static 
analysis should track effects at a meaningful level of 
abstraction. At their base level, effects are implemented 
with generic primitives, like the write system call. But write 
is incredibly general: programs call it on file descriptors 
that refer to varying types of objects, such as actual files 
(making the effect a file write), a TCP socket (network 
effect), or a pipe (inter process communication effect). 
Better suited are higher-level APIs, such as a standard 
library file write like Python’s io.FileIO.write method or the 
HTTPConnection.request network method, which have more 
meaningful semantics for policies to reason about. Fortu­
nately, most tools use higher-level APIs from a few popular 
libraries, such as a language’s standard library, instead of re-
implementing them using low-level primitives like system 
calls. This motivates a limited set of semantic annotations 
on these higher-level APIs so that static analysis can find 
their use sites. To catch all problematic effects, the analyzer 
must of course detect low-level effects, such as system calls 
invoked outside of library functions already annotated with 
specific effects. The analyzer should either reject such low-
level effects outright or classify them as overly broad effects.

While this approach reliably finds all effects and allows to 
check broad policies such as “no network communication 
allowed”, it is insufficient to determine a tool’s compliance 
with a more specific policy, such as “only write to the 
workspace folder”. Consider the file write example in §2.1 
again: another aspect of its safety is that whether a write 
is allowable depends on the file path. A path like workspace/
test/tests.py is fine, but $HOME/.bashrc is likely not. The path 
is often a value known only at runtime, e.g., via a path 
provided in tool call parameters, as is the case in Listing 1. 
Since static analysis considers all possible executions, this 
write could target any possible path. As a result, a pure 
static analysis approach would have to conservatively reject 
the tool, even if the actual write would have been within 
the permitted directory. In other words, relying entirely on 
static analysis provides overly conservative protection and 
lowers the utility of the tool-calling agent by rejecting legit­
imate requests. This calls for an additional mechanism that 
limits the scope of the effects discovered by static analysis.

3.2 Limiting Effect Scope

In contrast to the offline, compile-time setting of static 
analysis, sandboxing is a technique that can check and limit 
the scope of an effect at runtime. A sandbox wraps a com­
putation, interposing at the boundary between it and the 
outside world. It intercepts all effects just before they occur 
and checks that they comply with a predetermined policy. 
At this point, all parameters to the effect, such as a file path, 
are present and can be inspected by the sandbox.
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Figure 2:  Agentic AI application using a hybrid protection 
mechanism. Solid arrows → signify runtime interactions, 
dotted arrows ⤑ signify offline operations. Components of 

the protection mechanism are marked in blue.

Sandboxes must exist on the tool server, where tool code 
runs, and determining their policy is complicated. A single 
tool server handles requests with different policies from 
different contexts, and may receive requests from multiple 
users who have different policies. It is possible to pass 
per-request sandbox configurations to tools, as the client 
program can provide them as part of the tool call arguments. 
But the granularity of sandboxes matters: requests can ar­
rive concurrently, so a single sandbox that wraps the entire 
tool server is insufficient, even if it is reconfigurable. The 
solution is to use fine-grained sandboxes in each tool imple­
mentation that tightly wrap an effectful computation (such 
as a file system write). Each of such sandbox is instantiated 
per-request and receives a request-specific configuration.

The issue with such fine-grained sandboxes is that they 
must be added to the code by untrusted tool developers. 
Specifically the tool developer must augment the tool code 
both to (i) use sandboxes and (ii) to forward the tool call’s 
configuration argument to the sandboxes. This provides 
opportunities for things to go wrong: a developer may omit 
sandboxes and invoke effect-causing APIs directly, or they 
might use sandboxes but neglect to provide the client’s 
configuration to them.

Fortunately, static analysis can help. A second analysis, 
applied alongside the effect collection described earlier, can 
verify that tools use sandboxes to invoke effectful computa­
tions and check that the code passes the configuration argu­
ments to these sandboxes. By treating sandboxed APIs as 
separate effect types, the static analysis determines whether 
developers use plain effects or wrap them in a sandbox. Any 
unprotected plain effects cause the policy engine to reject 
the tool call unless explicitly allowed by the policy. Static 
analysis can also determine whether an instruction modifies 
a given program value and reject any tools whose code 
possibly modifies a sandbox configuration argument.

3.3 Outlining a System

A crucial feature of this approach is that policy evaluation 
happens on the trusted client. Figure 2 shows an overview. 
The tool developers install sandboxes and run the static 
analysis to create an summary of tool effects, which we call 



the synopsis. This step can occur offline and well ahead of 
actual tool calls. The tool server then sends the synopsis to 
the client when it connects. On the client, the policy engine 
monitors the interactions between users, LLM, and tool 
server. It interposes on every tool call and checks whether 
the policy allows the effects in the tool’s synopsis. If the call 
is allowed, the engine sends a call-specific sandbox policy 
to use to the server along with the tool call data.

The approach outlined satisfies the challenges for pro­
viding a protection mechanism for tool-calling agents: it 
enforces user-specific and context-dependent policies over 
untrusted tool code. To realize it fully, though, two addi­
tional ingredients are necessary. First, remote attestation is 
required to verify that the tool server executable matches 
the code that the static analysis ran over when creating 
the synopsis. Standard remote attestation techniques, e.g., 
using Trusted Platform Modules (TPMs) or Trusted Execu­
tion Environments (TEEs) like Intel SGX, can provide such 
guarantees. Second, low-overhead and easily deployable 
fine-grained sandboxes must exist. One approach is to im­
plement thin shims around effectful APIs and check policy 
compliance in those shims. This has the secondary benefit 
that such shims can be drop-in replacements for the proxied 
API, making adoption by tool developers easy.

4 Examples

4.1 Single-Tool Setting

Consider a concrete example based on the developer MCP 
server [19]. This MCP server is written in Rust and intended 
for building LLM-powered IDEs. Amongst other tools, it 
offers a write_file tool (Listing  2) that writes a string to 
a file. We added statistics collection to this tool without 
disclosing it in the description, mimicking a recent data leak 
in OpenClaw [10].

Consider a user who initiates a code-refactoring request, 
which causes the LLM to select the write_file tool in 
response. Clearly, the user intends file system operations to 
occur. However, they might want them to be contained to 
the current workspace’s directory. Additionally, if the code 
base is sensitive and proprietary code, network communi­
cation by tools is entirely disallowed, as the user cannot 
easily vet what information is being transmitted and where. 
This corresponds to the policy in Listing 3.

With our hybrid approach, the tool developer must 
refine the write_file tool such that an enforcement engine 
rejects its use in situations where it may violate these 
policies. First, the tool developer uses static analysis to 
discover the current effects of the code. Static analysis 
of the tool server’s Rust code discovers calls to stan­
dard library functions std::fs::write and (transitively) to 
std::net::TcpStream::write, which it classifies in the synopsis 
in Listing  4. The synopsis reveals unbounded filesystem 
access; indeed, the original developer code provides no guar­

1 #[tool(description = "Writes `content` to the file at 

`path`")]

2 fn write_file(&self, path: &Path, content: String

3    // injected at client by protection system

4    scfg: SandboxConfig

5 ) {

6   self.metrics.send(json!({ 

7     method: "write_file", 

8     bytes: content.len() });

9   sandbox::write(path, content, scfg).unwrap();

10 }

Listing 2: The write_file tool in the developer MCP server 
[19] extended with a fine-grained sandbox .

deny(all)

allow(net:write)

intent(file-edit) -> allow(fs:write in "~/workspace")

context(sensitive-data) -> deny(net:write)

Listing 3: Example policy for the file editing tool.

input(path) -> effect(fs:write)

input(content) -> effect(fs:write)

input(content) -> effect(net:write)

Listing 4: Example synopsis for the write_file tool.

antees that writes only occur within specific directories 
[19]. As-is, and with the above user policy, the policy 
enforcement engine must reject use of the tool, as its effects 
might include filesystem writes outside the workspace and 
network access.

Upon receiving a structured error that indicates a failing 
request due to this conservative static effect analysis, the 
developer discovers the need for runtime confinement in 
write_file. To allow the tool call in cases where some file sys­
tem writes are permissible (such as writes to the workspace 
directory), the tool developer needs to edit the tool’s code to 
use a fine-grained sandbox. The developer uses the sandbox 
library to wrap the write into a sandbox  with configurable 
confinement (Listing 2). When they run the static analysis 
again on the modified tool server, the synopsis attests that 
the sandbox exists and that the policy parameter provided 
by the client policy engine is passed to the sandbox. Now, 
the sandbox will cause a write_file tool call to fail if it writes 
to a directory outside the workspace, informing the client-
side enforcement engine that the tool call was forbidden.

For simpler tools, the static analysis alone can be suffi­
cient: for example, the “workflow” tool in the developer tool 
server generates a plan without any external effects, so the 
enforcement engine would allow its use under any policy.

4.2 Cross-Tool Interactions

Many problematic behaviors only occur when multiple 
tools interact. Consider the example scenario from §1: a 
developer requests the agent to initialize a project environ­
ment by copying an environment configuration file from 
a different project, and to then push the newly initialized 
project to GitHub. The agent has access to a developer-like 
tool server, which allows it to read and write files in the 



.env file Sensitive Code git push

Protection Mechanism
Intended Divergent Intended Divergent Intended Divergent

Unprotected ✓ Allowed ✗ Allowed ✓ Allowed ✗ Allowed ✓ Allowed ✗ Allowed

Global Sandbox ✗ Blocked ✓ Blocked ✓ Allowed ✗ Allowed ✓ Allowed ✗ Allowed

Static Effect Detection ✗ Blocked ✓ Blocked ✓ Allowed ✓ Blocked ✓ Allowed ✓ Blocked

Hybrid approach (this paper) ✓ Allowed ✓ Blocked ✓ Allowed ✓ Blocked ✓ Allowed ✓ Blocked

Table 1:  Qualitative result of comparing all four protection mechanism setups, showing which scenario variants were Allowed 
or Blocked. ✓ indicates the protection mechanism successfully achieved its aim, while ✗ indicates it failed. Only the hybrid 

approach catches all three divergent behaviors while allowing all intended ones.

filesystem, as well as to run git commands in the shell on 
the user’s behalf. If the environment file is free of sensitive 
information (e.g., just contains environment variables like 
RUST_BACKTRACE=1), the agent can safely perform git push. But 
a problem arises when the environment file has sensitive 
information, such as an API key to an external cloud service. 
In this case, the agent ideally should either avoid commit­
ting the file or prevent it from being uploaded via git push.

The main difference between the single-tool and multi-
tool cases lies in policy creation and enforcement. At run­
time, the policy oracle creates a policy right before each tool 
invocation. If there is sensitive data in the environment file, 
the policy disallows sending data over the network. On the 
other hand, the policy allows externalizing the environment 
file when it lacks sensitive data. Assuming the developer 
has correctly modified the tool code to use the fine-grained 
sandboxes, the sandbox prevents the git commands from 
accessing the .env file or disallows network access entirely. 
Critically, the fact that our approach associates a policy 
with every tool call allows differentiating these two cases. 
By contrast, a static, one-size-fits-all policy would either 
prevent the unproblematic case from working or allow the 
problematic one.

5 Preliminary Results

To evaluate the hybrid approach, we created a prototype 
protection mechanism that targets tool servers written in 
Rust, used within the context of MCP. We evaluate our pro­
totype with three scenarios, checking for each whether our 
prototype allows scenario variants that respect the policy 
and rejects those that violate it.

5.1 Prototype

Our prototype includes an offline static analyzer, a sandbox 
library for developers to import and use in tool code, and a 
modified MCP-compatible client framework.

Our prototype assumes that developers modify tool im­
plementations to accept a sandbox configuration as an 
argument, explicitly wrapping any effectual computations 
within the sandbox. The prototype relies on a policy oracle 
that provides a per-prompt policy; in a full system, policies 

could be sourced from a policy LLM [42], written manually, 
or crowd-sourced. The policy language consists of rules 
similar to Listing 3. Rules can reference the session state 
(sensitive data and intent), effects that include file system or 
network operations, and specify constraints, such as a list of 
allowed or denied paths, domains or IPs. The client program 
handles creating a sandbox configuration from the policy 
and passing it to each tool invocation.

We built the static analysis component atop the Parale­
gal dataflow analysis engine for Rust  [20]. This analysis 
traverses the tool’s dataflow graph to discover which effect­
ful computations are reachable from a tool entry point. To 
verify correct usage of sandboxes, the prototype makes an­
other pass over the dataflow graph. This second pass ensures 
that no unprotected effects (i.e., effects without sandboxes) 
exist, and that sandbox configurations are never influenced 
by instructions that could modify them.

Within the prototype, sandboxes are largely thin shims 
around standard library functions that take the sandbox 
configuration as an additional input and fail on policy 
violation. Subprocesses, e.g., for shell commands, run using 
try [33], which creates a filesystem context where all writes 
are temporary and checked for policy violations at sub­
process exit. While the original try utility only supports all-
or-nothing network access, our prototype routes subprocess 
network requests via a local proxy, which allows limiting 
access to a configured set of DNS domains.

5.2 Preliminary Evaluation

We compare the hybrid approach to existing protection 
mechanisms by considering utility on intended effects and 
security on disallowed, “divergent” effects. An ideal protec­
tion mechanism achieves both utility and security: it allows 
tool calls with only user-intended effects, but denies tool 
calls with divergent effects.
Baselines. The evaluation setup consists of an agentic 

AI application connected to the developer MCP server (§4). 
To ensure determinism and consistency against LLM vari­
ability, we first run unprotected, interactive sessions using 
Claude 3.5 Haiku 2024-10-22 (“.env file” and “Sensitive 
Code” scenarios) and 4.5 Haiku 2025-10-01 (“git push” sce­



nario), and save a trace of the exchanged messages. Then, 
we replay those traces for different protection mechanisms.

The experiment (Table 1) compares the prototype against 
an unprotected baseline and two alternative protection 
mechanisms. Global sandbox deploys the entire tool server 
within a sandbox with a fixed policy. This is akin to today’s 
real-world deployments [28], where providers employ base­
line protections for their infrastructure and users. We use 
Anthropic’s SRT sandbox [14] to evaluate this approach. 
Static effect detection uses the prototype’s static analysis 
component to discover effects, but lacks sandboxes and the 
policy engine must decide based on the synopses only.
Workload. We consider three scenarios that represent 

sessions between a developer working on their code, the 
LLM, and the MCP server. For each scenario, we test a vari­
ant with only intended effects (“intended”) and a problem­
atic one that makes a small alteration that causes undesired 
effects on an unprotected MCP server (“divergent”).

In the “.env file” scenario, a developer asks the LLM to 
test network connectivity to an Anthropic API, save an API 
key to a local .env file in the current project directory, and 
then add instructions to the global .bashrc. The problematic 
variant occurs when the LLM incorrectly guesses the direc­
tory and creates the file in an unintended location.

In the “Sensitive Code” scenario, a developer works in 
parallel on an open-source library and a proprietary appli­
cation using a shared MCP server. The problematic variant 
uses the a developer server augmented with an undisclosed 
metrics collection functionality that logs tool usage to an 
external network, as shown in Listing 1.

In the “git push” scenario, a developer instructs the 
agent to copy a .env file into the project directory. Later, the 
developer asks the agent to publish their code on GitHub. 
In the problematic variant, the .env file contains a sensitive 
API key, while the unproblematic variant only configures 
backtraces. In either case, we make the agent aware of this.
Results. Table  1 shows the results. Only the hybrid 

approach satisfies both utility and security requirements 
across all three scenarios.
The unprotected baseline trivially achieves full utility by 

allowing all actions, but fails to enforce any policies.
With global sandbox, the writes to unintended directories 

are caught, but the sandbox also conservatively rejects the 
intentional write to .bashrc. The reason is that such writes 
are usually problematic and the global, fixed policy there­
fore prohibits writes to “dot file” configurations. In the .env 
file scenario, the sandbox fails to block any networking, 
which achieves utility, but fails to provide security. Simi­
larly, a global sandbox cannot detect the presence of sensi­
tive data in the git push scenario and provides no security 
(or must deny all network access, which ruins its utility).
Static effect detection successfully blocks all divergent ef­

fects, but has reduced utility: in the .env file scenario, the 
policy engine conservatively rejects all writes, as it cannot 

guarantee that they only target allowed paths. Static effect 
detection is also conservative and broad: for example, it dis­
allows all shell commands after the presence of the sensitive 
API key in the git push scenario is detected.
Our hybrid approach achieves both utility and security 

in all scenarios and variants. It dynamically adapts to the 
user intent and temporarily allows writes to .bashrc in 
the .env file scenario and isolates the network effects based 
on the specific session context connecting to the server 
in the sensitive data scenario. In the git push scenario, it 
prevents leaking the API key. There are two mechanisms 
our prototype can leverage to achieve this: it can disable all 
network communication for the second tool call, or it can 
hide the .env file in the second tool call, meaning that the 
remainder of the project still gets pushed.
These results illustrate the promise of a hybrid approach 

to create a protection mechanism for tool-calling agents.

6 Discussion and Research Directions

Policy Provenance and Dynamic Generation. Our cur­
rent prototype assumes the existence of an oracle that 
provides policies. While users can manually provide poli­
cies, this is laborious and requires expertise. A potential 
extension integrates a policy LLM to dynamically generate 
and refine rules based on context. Recent work like Con­
seca  [42] demonstrates the feasibility of using LLMs to 
evaluate implicit user intent to craft context-aware policies. 
The synopsis from our static analysis could feed into this 
policy LLM. By understanding the coarse-grained effects a 
tool might have, the policy LLM could then proactively for­
mulate robust, tool-specific constraints before the prompt is 
sent to the client program (① in Figure 1).
Language Dependency and Soundness. Rust’s strong 

type system and strict encapsulation allow the static ana­
lyzer to reliably classify side effects in our prototype. While 
Rust is a popular language for tool servers, many of them 
are written in dynamic languages common in AI deploy­
ment (e.g., Python and JavaScript). Similar static analysis 
techniques can be applied to these languages [29, 45], but 
achieving soundness is significantly harder. As a result, the 
analysis would likely need to be more conservative and 
incur more false positive rejections of valid tools calls.
Extensions to Static Analysis. Our prototype performs 

static analysis for the immediate host language of the tool. 
However, many tools involve external systems, such as shell 
commands, databases, and web APIs, which are out of reach 
for the static analysis. Thus, the analysis becomes conserva­
tive at the host language boundaries. With a complementary 
static analysis of, e.g., shell commands, code analysis can 
achieve higher coverage and reduce reliance on sandboxes, 
providing better performance at reduced developer effort.
Semantics for Web APIs. Our prototype restricts tools’ 

access to the web by filtering based on accessed DNS do­
mains. But there can be many URLs within a single domain, 



and their semantics can be drastically different. For exam­
ple, reading a post from social media may be allowable to an 
agent with sensitive data in its context, whereas authoring 
a new post may not. As a result, our approach must be 
conservative when granting network related permissions, 
causing false positives and reduced utility. If the system 
could better control the fallout from a web request, for 
example by incorporating synopsis-like contracts for web 
APIs or if contacted servers cooperated in policy enforce­
ment, additional utility could be reclaimed.
Provenance of Authority. In this work, we assume that 

the user issuing a prompt is known. However, agents also 
interact indirectly with user instructions, for example via 
delegation (e.g. “read my emails and perform the TODOs”) 
or via storing instructions in agent memory for later exe­
cution. In these cases, the issuing user may be difficult to 
determine and there is a risk of privilege escalation. To pre­
vent this risk, the authority that a given set of instructions 
derives from needs to be reliably tracked. Since instructions 
are also stored or transmitted via tools, tool instrumentation 
could help inject and retrieve provenance metadata when, 
e.g., the agent retrieves an email or writes to its memory.
Transactional Semantics. Complex agentic tasks require 

executing logically grouped chains of functions (e.g., write 
a file, process it via command, read it, clean it up). If a 
policy violation is detected late in the sequence of tool calls, 
rejecting at this point can lead to an inconsistent state where 
some effects have occurred already. One solution might be 
to define a notion of a “transaction” that encompasses a set 
of tool invocations initiated by a single user prompt. The 
protection mechanism then guarantees atomicity, ensuring 
that either all state changes within the sequence are applied, 
or none are applied at all if any tool call violates the policy.

7 Conclusion

Agentic AI applications rely on untrusted tools to invoke ac­
tions on their environment. This paper proposes to combine 
static analysis and fine-grained, runtime sandboxing to de­
terministically constrain each tool call’s effects to conform 
to context-specific privacy and security policies. Prelimi­
nary experiments confirm the promise of this approach.
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